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Why Is This Topic Important?

e Inappropriate removal of UC research
data assets.

e |nappropriate third party data transfer
requests ‘and the IRB approved it...”

O  Human research protections (IRB) vs policy
and legal compliance (Data Use Agreement)

e A common risk for data breaches are
loss of laptop/mobile devices.

O  Sutter hospital loss

e Ransomware

O Unmanaged, unprotected, or misconfigured
devices
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USC to pay $50 million and apologize to UC San Diego for

poaching its Alzheimer’s research program

=

&Y Sutter Health
Other Breaches WS Jou Fir A8

In October 2011, Sutter Health reported the theft from its Sutter Medical Foundation of an

unencrypted desktop computer containing information 4.2 million patients (see
Computer Theft Affects 4.2 Million). That incident resulted in the filing of 11 class action
lawsuits. Those suits were consolidated into one case, which is making its way through
Sacramento County Superior Court.

In addition, Sutter Health reported a May 2011 breach at its Sutter Gould Medical
Foundation in which lost paper records resulted in 1,920 patients being notified that their

2017 Equifax
data breach

< WU
DATA“ BREACH

<

theUCBoarde 1N€ Equifax data breach occurred between May and July 2017 at
(€ American credit bureau Equifax. Private records of 147.9 million

Themovealso  Americans, along with 15.2 million British citizens and about 19,000

USC took conts

X Canadian citizens were compromised in the breach, making it one
and gave jobs t

of the largest cybercrimes related to identity theft. Wikipedia
exposed,” said a UCSF statement news release on June 26. “The data that was encrypted is important
to some of the academic work we pursue as a university serving the public good,” continued the
statement. “We therefore made the difficult decision to pay some portion of the ransom,
approximately $1.14 million, to the individuals behind the malware attack in exchange for a tool to
unlock the encrypted data and the return of data they obtained”



History and Compliance
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What’s The History?

e In 2017 we identified about 800 UCSD Health associated AWS accounts
O  We had ZERO visibility or security controls in place to monitor account activity.
o We did not know what types of data, work loads, or potential risks associated.

o0 UCSan Diego Health did not have an AWS environment for research.

e Dr. Hogarth’s first week at UCSD

o Data Extraction of 10 million narrative clinical notes.

e “Build it (right) and they will come”

bl
o Inlate 2017 we started working with AWS Professional Services and Xpertech to help build out the
UCSD Health Secure Research Cloud (HSRC).

O  We partnered with IS Security, ACTRI, DBMI, and UCSD Health research groups.
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Quick Review of Federal and California Privacy Laws

e The Health Insurance Portability and Accountability Act (HIPAA), 1996
*  Electronic Protected Health Information (ePHI) and the 18 identifiable elements

*  HIPAA s a policy, not specific security controls. Only two specific technical controls are mentioned no
generic logins and encryption required

*  Covered entities are defined in the HIPAA rules as (1) health plans, (2) health care clearinghouses, and
(3) health care providers who electronically transmit any health information.

e C(California’s Confidentiality of Medical Information Act (CMIA) 2009

* Provides stronger privacy protections for medical information.

« CMIA’s primary purpose is to protect an individual’s medical information, in electronic or paper
format, from unauthorized disclosure.

* Personal and Administrative Fines and Civil Penalties (including jail time)
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Four Technical Safeguards Categories for PHI

1. Access Control

O A covered entity must implement technical policies and procedures that allow only authorized persons to access
electronic protected health information (e-PHI)

2. Audit Controls

O A covered entity must implement hardware, software, and/or procedural mechanisms to record and examine access
and other activity in information systems that contain or use e-PH

3. Integrity Controls

O A covered entity must implement policies and procedures to ensure that e-PHI is not improperly altered or destroyed.
Electronic measures must be put in place to confirm that e-PHI has not been improperly altered or destroyed

4. Transmission Security

O  Acovered entity must implement technical security measures that guard against unauthorized access to e-PHI that is
being transmitted over an electronic network.
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Framework(s) for Achieving Compliance

e National Institute of Standards and Technology (NIST) »
o Maps to security controls detailed in NIST SP 800-53 (FISMA moderate)

.................

o Both technical and organizational (access controls) security controls

® https://www.nist.gov/healthcare/security/hipaa-security-rule

® Center for Internet Security (CIS)

Impact to
Organization

O  CIS Levell meets FISMA moderate and HIPAA requirements Controls to
Baseline

O  CIS resources are developed to work well as stand-alone resources or as , :
. .y e Configuration
companions to additional frameworks uste Risk e |- Management

m  https://www.cisecurity.org/cybersecurity-tools/mapping- Continvous | 9 ——

Monitoring
compliance/
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https://www.nist.gov/healthcare/security/hipaa-security-rule
https://www.cisecurity.org/cybersecurity-tools/mapping-compliance/

Compliance in AWS (PHI/HIPAA)

® Business Associate Agreement (BAA). Extension of RRgF=s Associate Agreements

The HIPAA Regulations reflect the understanding that a covered entity, such as the University
of California, often requires the services of third parties ("business associates") to conduct its

t h e Cove red e ntity t O Ve n d O r a n d C O n t ra Ct O rS . operations. A business associate is a person or entity that creates, receives, maintains or

transmits protected health information ("PHI") on behalf of the University. A business
associate relationship exists when an individual or entity, acting on behalf of the University,

. S h a re d R e S p O n Si b i I ity M O d e I assists in the performance of a function, activity or service involving the use or disclosure of

PHI. These functions, activities and services, to or on behalf of the covered entity, include, but

O  Hypervisor level and below is AWS responsibility o Qu_r_J_Qb

O  Above is customer responsibility

RESPONSIBLE FOR
SECURITY

[
[
[
[
L

e HIPAA eligible = compliant [ —
O  Cloud providers offer ‘HIPAA eligible services’
g L —
O  This still requires customer to apply all controls that fall in = Rrrerre o | otiens

their section of the shared responsibility model

O  Non-HIPAA compliant services can be used in the architecture
as long as no PHI/PII data passes through those services
Campus
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Architecture:
UCSD Health Secure Research Cloud (HSRC)

Jit Bhattacharya, CEO/Founder, Xpertech Solutions
Andrew Greaves, Enterprise Cloud Architect, UC San Diego Health
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AWS HIPAA Environment

Multi-layered Security Defense-in-Depth
ApproaCh AWS Compliance
HIPAA Boundary Program Patch Mgmt.

- VPC Flow Logs, CloudTrail, e .

Transit VPC and Palo Alto
Ingress and Egress is only
through the UCSDH PA’s
and their defined network
rules rules

VPC isolation

CISO approval required

Data Security

AWS Security Hub

+ Clear All
<k CLOUD ccpazo18, Amazon GuardDuty
AWS IAM user has both Console f CIsv120
TIME RANGE access and Access Keys Config (AWS)
€(7)  Dashboard &3More
AlTime Amazon Inspector
= Inventory CSACCM p

v30.1

A Investigate

Ca m p u S ©  roices B seiectan ’ ine ation Config g(‘i&o 53 [ﬂ‘é AWS Config

Dismissed & 1More
= Compliance e Snoozed - .
L ) S A - e o= AWS ClOUdTrall
’ > Open AW access keysarenotrotated CIsv120 --b




HIPAA Boundary Controls (simplified)
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ss Architecture

Multi-Researcher/Department Acce

L)SA

Campus



Secure AWS works

paces: Virtual Research Desktop (VRD)
. o=
¢ L@ —
R - Virtual Research Desktop
. % ccess (VRD)
o | 22 Q SPSS 9sas
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- e OArc Navicat
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ACTRI, the VRD and Use Cases

Nguyen Trieu, Associate Director, Biomedical Informatics, UC San Diego Health
Mike Hogarth, MD, Clinical Research Information Officer, UC San Diego Health
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ACTRI —Data Extraction Concierge Service (DECS) and VRDs

requests
O

extraction

—>

Clinical
Data

Warehouse
i{e]3
Research

Investigator

DECS Analyst

Virtual Research Desktop (VRD)

Configurations:

e Standard: Win10, 2 CPU, 4Gb mem

«  Super User: Win 10, 8 CPU, 32Gb mem

+  Software: Rstudio/R, Python/PyCharm,
SPSS, tag.bio, DataGrip SQL tool, MATLAB,
Java 8 JDK, MySQL WB, PgAdmin

placed by Analyst
Campus into Investigator’s

L)SA VRD-‘“SecureDrop” directory




THE VIRTUAL
RESEARCH DESKTOP
(VRD)

It is a modified version of the Amazon Web Services
(AWS) Windows 10 “Workspace” virtual machine

Runs in the protected UCSDH Secure Cloud in AWS
in the AWS HIPAA environment
approved by UCSDH CSO for PHI

Provisioned with:

NN

R/RStudio UCSD Health Virtual Research Desktop
Python/PyCharm

Java 8 |DK

Depending on approval, access to internal
databases — ie, UC CORDS

tag.bio based access to available databases

UC San Diego

ALTMAN CLINICAL AND TRANSLATIONAL
RESEARCH INSTITUTE



Secure AWS workspaces: Virtual Research Desktop (VRD)
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VOLI-data
Share View

> This PC > VRD-Sharel (hactri-vrd-fss1) (Vi) > mibogath > VOLI-data
Name - Date modified
st Quick access
B Desktop

¥ Downloads
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®0e Amazon WorkSpaces

2
@ Fseudio [m} X
Fle  Edt Code View Plots  Sesson Budd  Debug  Prolile  Tooks  Hep

=50 - On - 6o 1 hlefunction ~ Accrs ~ ¥ Froject (None) ~

Console  Terminal Jobs History  Co =0

2 k7% Import Doteset ~

G Erwi nt «
R version 3.6.1 (2019-07-05) -- “"action of the Toes" b Gickal Erviranme
Copyright (C) 2012 The R Foundation for Statistical Computing
Platforn: x86_64-ws4-ningwd2/x64 (E4-biL)

R is free software and comes with ABSOLUTTLY NO WARRANTY.
vou are welcome to redistribute 1t under certain conditions.
Type "license()” or "licence()" for distribution details.

R i5 a collaborative project with many contributors.
Type ‘contributors()’ for more information and
“citation()’ on how o cite R or R packages in publications.

Type ‘demo()' for some demos, “help()" for on-line help, or
“help.start{)" for an HTML browser interface to help.
Type 'q()' to quit R.
Files  Plots  Packages  Help  Viewer
Qi newraiger | © Delste = Ronare | I More ~
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A Name
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Amazon WorkSpaces
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< >
Use Case 1: VOLI Collaboration (i
8
,
Personalized and context-aware voice-based digital =R
assistant to improve the quality of life and the Youhave
healthcare of older adults, and consequently, to reduce "rgvs”u'lf:
caregiving burden and optimize the interactions with

healthcare and service providers.

What Data is VOLI Requiring? -
« Full text of all clinical notes for patients in the cohort
« Alllab test data drive bene
+ Patient demographics

+ MyChart communications — messages between doctor f Research
inform del
and patient | o

Knowledge /

generation

Design
generate enhance
Prototype
Campus w
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Use Case 2: Access to COVID Data — Translational Research Portal

 Analysis application for dataset : |
exploration, building reproducible data = ~ L = |
queries '!!L" """"""" A@V """""" =TT =1
« Clinical data warehouse using a i
common data model (OMOP) DY @ @
e o S e S R IS I Y S e MR -
 This is now being used for COVID K V
research and registry work s
"B
 Access through “Virtual Research sz DN 0
Desktop” -- AWS Workspace confined - i+
to the research enclave - ‘ "
Campus o 2
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THE = we have installed the tag.bio system in our research cloud and it

TRANSLATIONAL has access to data sets in our ‘secure data commons database’

= the tag.bio system provides population level access and ability to
RESEARCH PORTAL: perform analysis
ATOOL FOR DATA
EXPLORATION AND = planned = with approval, provide ‘download’ of limited data set

(LDS) row-level data from selected data set into the investigator’s
ANALYSIS virtual research desktop for further analysis

a user can ‘slice’ the cohort and select specific analyses
(demographic, survival, comparison between cohorts)

K Confust and 1 protecol
® P@ Summary of COVID-19 Positive Patients
9 » Instructions
+]
Selected parameters
() % . - A A Mtafrrw-|'mm|
R Data 9o Asalyze
‘@ [t ober m 197
3 A @ Use saved cobent
& +
1z oo vabes I

NAL



Use Case 2: Access to COVID Data — Translational Research Portal
Additional Dataset

@ Taghbio - Tag.admin console x  +

< C

@ trp.ucsd.edu/tagadmin/datasets

Home / Tag.admin
e Tag.admin console

()
o B
1 @ Here you can configure users and datasets.
(+]

." Categories

8 Head and Neck Cancer (TCGA) “
A dataset with clinical and muiti-omics data for 530 head and neck cancer patients (from TCGA

Q)  METABRIC Breast Cancer o

#\  Adataset with clinical and multi-omics data for 1980 breast cancer patients (METABRIC, Nature 2012 & Nat Commun 2016)

‘ ﬁ | Synthetic COVID-19 demo data .
Using syntnetic, OMOP mapped, COVID 19 data to enable analysis demonstration and review =
. TCGA Pan-Cancer Atlas "
Combined data from 33 cancer types from the 2018 TCGA Pan Cancer Clinical Data Resource
( ‘i, | Tag.bio Analysis History ) &
Campus \
\ . (
TheWVirtual Research Desktop
agbio-csv-... A joint project by UG CTRI and UCSD HS
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The Translational Research allows access to data nodes

7

R,-w COVID Research

Data Set (CORDS)

P B30 O T O woxEE ThiMayld 1236 AM MarkMooney Q@ iE

Decentralized data.
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= Select a dataset

UCSD COVID-19 Research Registry - All Tested Patients History View
AN —
wss
cono-n

UCSD COVID-19 Research Registry - Positive Patient History View

Eod

wso
cono-n

USING THE
EXPLORATION TOOL

the ucsd tag.bio system was
loaded with data from the
COVID-19 registry in the
secure research data
commons database

the system provides a simple
way to interact with the data
set through “analysis
protocols”

@ Tag.bio - UCSD COVID-19 Rese=: X

e

C

@ trp.ucsd.edu/fc-halo-pscanner-pos

Overview Apps

Overview of Data

A

 —

COVID-19 Summary Apps

Summary of COVID-19 Positive

Patients

®

Ventilator Outcome Summary

Summary of Specific Variables for

COVID-19 Positive Patients

®

ICU Outcome Summary

Patients with Pre-|
Conditions

Gl
\|«

Summary of COVID-1




Use Case 2: UC CORDS - COVID-19

« UC Health 2019:
* 19 health professional schools,
« 5 academic medical centers,
* 12 hospitals
« 173,000 annual inpatient admissions
* 4.8M annual outpatient visits
» UC Health Data Warehouse 2019:

2|
(] Comparison of COVID- 19 Positive Compartion of Specific Variabies Compariven of COVID-19 Pestive
“ Paterts

-] G
o C P
° Vet
- 3
\ g

) K
covio alty Apps

Con Survwal Unng Specite
Variabies

19 Specia
Cox Survival
ta Download Apps

Patents Dot Commions

« ~5M patients seen since 2012 '
« 100M encounters H
® 3 O O M p roced ures Combining healthcare data from across the six

University of California medical schools and health systems Th e UC COVID Researc h
Data Set (UC CORDS)

e 175,517 COVID tested patients
* 6,056 COVID+ patients

all labs, meds, vitals, 29 ICU data

1B measurements
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elements
¢ 319,952,837 “data points/”
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